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Guide to setting up and using Multi Factor Authentication

In this current climate, it is more important than ever to
keep our data safe and secure.

Irish Life Health are introducing an extra step for our
providers partners, brokers and corporate clients to
access your Irish Life Health portals to ensure every
step is taken to keep all data stored safe and secure.
* % % % *}

The following slides are a step-by-step guide on how to
set up multi factor authentication (MFA) and how to use
this once set up. PASSWORD
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2 | Welcome to Irish Life Health

Log In Process -
Existing Users

Login email

Not registered? Register here



Step 1 — Log into the Irish Live Health Live portal

oo \Welcome to Irish Life Health Live

This portal is for Providers, Brokers & Scheme Administrators only

Login email

Jsmith@example.com

Password

Forgot password?

Not registered? Register here

Irish Life Health Member portal

Login
Members can login to their portal here. gin ©

Login using your existing
username and password as
normal.

The login page has been
updated to the latest design.




Step 2 — You will be prompted to complete the setup of a two-factor authenticator

lil Two Factor Authentication
.

Follow the steps below ta enable two factor authentication,

DOWHLDAD
(1]

1. Download an Authenticator

This is a one time setup process.

An authenticator is a separate
tool that helps you securely verify
your identify.

« If you already have an
authenticator you can
proceed to the next step.

If you don’t have an
authenticator, follow steps to
download.




Step 2 — You will be prompted to complete the setup of a two-factor authenticator

lil Two Factor Authentication
.

Follow the steps below ta enable two factor authentication,

DOWHLDAD
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1. Download an Authenticator

We have provided examples of
industry leading authenticators, but
you can select any of your choice on
either a computer or mobile device.

For the purpose of this guide we
progress with a mobile device, Google
Authenticator setup.

Whichever authenticator app you
choose, you will be subject to the
Terms of Use of that provider.




Step 3 - Download the authenticator on your mobile device

15:21

< microsoft authenticator

Ads - Related to your search

Authenticator App
a
Tw ion App

2% @M« E PEGI3

Contains ads * In-app purchases

Open the app store on your
mobile device, search for
“Microsoft Authenticator’” and

Microsoft Authenticator

Microsoft Corporation

install.




Step 3 - Download the authenticator on your mobile device

15:27 NS 77%m 15:28 NS 77%8

Authenticator 5 & Add account

What kind of account are you adding?

o

H Personal account @
) ﬁ =1" Work or school account @
é 4 )’ Other account (Google, Facebook, etc.) @

Open the app on your
mobile device.
Sign in with an account or
Lets add your first sccount! [ select skip.
ESr e SEsTatarin seea Halp . Select add an account or
the + symbol in the toolbar

| to move to the add account

screen.

Peace of mind for your digital life

Note: For Irish Life Health Live portal
MFA you do not need to give the app
Begin recovery push notification permissions.




Step 3 - Download the authenticator on your mobile device

lil Two Factor Authentication
v

Follow the steps below to enable two factor authentication
DOWNLOAD

1. Download an Authenticator

Success you have downloaded
the authenticator.

Return to your portal and click

proceed to progress to the setup
stage.




Step 4 - Setup the authenticator

@ Two Factor Authentication

Follow the steps below to enable two factor authentication.

DOWNLOAD

o—0

2. Setup

To setup, open th factor authenticator app and scan the QR code or
enter the follc

0

What is Two Factor Authentication?
Read our user guide on two factor a ntication and the Read @

mportant role it plays in protecting your data

15:28 NS 77%8

<  Addaccount

What kind of account are you adding?

~ Personal account
]

Work or school account

Other account (Google, Facebook, etc.)

Next setup the authenticator.

1. Select other account
(Google, Facebook, etc)
from the list.

This will open the scan QR code
by default, but you also have the
option to manually setup.

Note. You must give the app
permission to use your camera.




Step 4 - Setup the authenticator [QR Code Option]

@ Two Factor Authentication -
Follow the steps below to enable two factor authentication.

15:28 NS W T7%E

<  Add account
DOWNLOAD

© e Your account provider will display a QR code.

2. Setup

To setup, open the two factor authenticator app and scan the QR code or
enter the following key into your two factor authenticator app.

QR Code

' The QR code scanning option
Proceed °
& opens by default.

What is Two Factor Authentication? U Se yo u r m O b I I e d eVl Ce to Scan
Read our user guide on two factor authentication and the Read @

mportant role it plays in protecting your data. the QR COde On the portal
screen.

For manual setup option, press
the “Or enter code manually”
OR ENTER CODE MANUALLY option at the bottom of mobile




Step 4 - Setup the authenticator [Manual Option]

@ Two Factor Authentication

Follow the steps below to enable two factor authentication.

DOWNLOAD
&——— 0
2. Setup

To setup, open th factor authenticator app and scan the QR code or
enter the follc

0

What is Two Factor Authentication?
Read our user guide on two factor a ntication and the Read @

mportant role it plays in protecting your data

15:28 N ¥l 77%@

& Add account

Account name

Secret key

Manual Setup

Enter the account details
requested and click “Finish”.

- Account Name : “Irish Life
Health Live”

- Your Key: Enter the 32 digit
secret key from the setup page




Step 4 - Setup of the Authenticator

@ Two Factor Authentication

Follow the steps below to enable two factor authentication.

3O ® . m72%10:52

DOWNLOAD

o—o Accounts c

2. Setup

To setup, open the two factor authenticator app and scan the QR code or Irish Life Health

enter the followi r two factor authenticator app.

‘tppa ngas 7daq paax vskx 55gb kbjk virn 76 5 286 O
T T
ot
T

Success, you have setup the
authenticator.

The authenticator will
immediately show a 6 digit code
\\i\ihaac\t::suwT‘:fcha:(:\OdrcA:tienc.“:atl:r:uth_|1tcn1ndt1_ Read @ WhICh WIII refreSh periOdica"y'
Click “Proceed” to move to the

Verify screen.

.




Step 5 — Verify the correct authenticator setup

@ Two Factor Authentication

Follow the steps below to enable two factor authentication.

3O ® . m72%10:52

Accounts c

Irish Life Health
765286 @

DOWNLOAD

[

3. Verify

Once setup is complete, your two facter authenticator app will provide you

with a unique code. Enter the code in the canfirmation box below.

Enter the 6 digit authentication
code into the verification code box
on the Verify screen and select

Verification Code

765286

“Submit”.

If there is an error:

1. Retry, confirming the correct
digits are input, which match
the code on the authenticator
at the time of submission.

Go to the previous page and
re setup the authenticator.

What is Two Factor Authentication?
Read our user guide on two factor authentication and the Read @

mportant role it plays in protecting your data




Step 5 — Verify the correct authenticator setup

Setup Complete!

Two Factor Authentication has been enabled. From now on when
logging into your account you'll need to enter the 6-digit code from
your authenticator.

Close

Success, you have verified the
authenticator and this one time
setup is complete.

Keep your authenticator safe as
you will be required to enter the 6
digit authentication code every
time you login.




Irish Life
health

Irish Life Health dac is regulated by the Central Bank of Ireland.
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